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The Five Security Layers with SAML
1L.dJdSSE

Turned off (for now)

3.Spring Security<—— peadboltis now here

4.Web App Framework
, i;>>hutvmuchtochawge
5.Database Function




Two Areas of Access Control

1.Spring SAML Declarative
checks

2.RBAC Permission Programmatic
checks




Start with Tomcat Servlet Container

Java Servlet Container [ HTTP

HTTP/S Termination Point
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1. Deploy the Spring SAML Demo
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Get the Spring SAML Demo

Pick one:

- Spring's SAML sample
1s the first place java developers should
look for basic SAML 2.0 programming
concepts-

- Unicon's sample
1s where ones goes to understand how to
combine Spring SAML's SP with Shibboleth's
IdP.
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Generate SAML Service Provider Metadata

Metadata generation

Matching Fields:

<< Back

Store for the

° E n t i t y I D m Ll S t current session: No ~

When set to true the generated metadata will be stored in the local metadata manager. The value will be

m a t C h S p r‘ i n g available only until restart of the application server.
con f i g i N we b a p p Entity ID: ‘fomess—saml—demo

Entity ID is a unique identifier for an identity or service provider. Value is included in the generated
metadata.

Entity base URL: ‘ https://hostname:443/fortress

L]
o E n t 1 t y b a S e U R L ase to generate URLs for this server. For example: hitps://myServer:443/saml-app. The public address
your server will be accessed from should be used here.

web app®s URL.- Touse TLS

( spﬂngone orne Unless otherwise indicated. these slides are © 2013-2015 Pivotal Software. Inc. and licensed under a

7 Creative Commons Attribution-NonCommercial license: http://creativecommons.org/licenses/by-nc/3.0/



Spring SAMIL Metadata Generation Tip
These

ewtitg lol’s
must

<bean id="metadataGeneratorFilter"”
class="org. spr‘ingfr‘amewor‘k...l"letadataGener‘ator‘Filtermatcl/l

<constructor-arg>

-
spring Spring SAML Sample application

Entity ID: @as-saml-dm
ry )

<bean class="org-.springframework..MetadataGeneratory

<property name="entityId" valuex™fortress-saml-demo™%>
</bean>
</constructor-arg>

</bean>

Blnd the service provwler with the 1dP.




2. Setup Global Identity Provider
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Setup SSOCircle SAMLvVZ2.0 IdP

Creating your Identity with SS0Circle (from their website)

For creating your account you need to follow a few steps:

at the SS0Circle SAMLvE2.0 Identity Provider
Provide the required data
Agree to the Terms of Use

After successful creation you will receive an email asking
for confirmation of your registration. Confirm by
navigating to the link supplied in the email.

Now your account 1is activated and ready for use.
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http://idp.ssocircle.com/sso/UI/Login
http://www.ssocircle.com/en/portfolio/publicidp/

3. Import Service Provider Metadata into IdP

Identity
Provider

®{ld P) @

Java Servlet Container [ HTTP

1.SP Metadata Generator
2.Global Identity Repo
<3. SP Metadata Storage_>

Spring Security

Spring SAML Sample @

Authentication

HTTP/S Termination Point
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Import SP Metadata

L C A & https://idp.ssocircle.com/sso/hos/SPMetalnter.jsp

e Apps O Symas Webmail : W... \ Overview (Apache F... ™\ Apache Fortress Ten...

Logon SS0Circle -
’@ SSOCIRELE

« (Click on Manage Metadata ;

Service Provider Metadata import

* FA&DN must match SP's host name—_

User ID: foofighters
 Submit |
Enter the FQDN of the ServiceProvider ex.: sp.cohos.de
e (Check the LastName box
sp2.symas.com

Attributes send in assertion (optional)

* Paste your metadata here \\\\\\~_> —
¥ LastName

EmailAddress

\é Insert your metadata information
#
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Import SP Metadata Tip The FRPN
Spring SAML app Metadata Generation page: M/Lﬂtclfles base
—
Spnng Spring SAML Sample application M.VL {VOVVL SP

Entity base URL: | hnp@ﬂﬂm wmetadata g En
step

SS0Circle Service Provider Metaddta Import page:

Enter the FQDN of the ServiceProvider ex.: sp.cohos.de

(Ep2.symas.com
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4. IdP and SP User Account Mapping

Identity LDAPv3
Provider

G () (*)

Java Servlet Container [ HTTP [ ] LDAPV3

Spring Security 1.SP Metadata Generator
2.Global Identity Repo
3. SP Metadata Storage

4. User Mappings >

Spring SAML Sample @

Authentication

HTTP/S Termination Point

f’ springone @;’ n e5§ [¢] erwise in 1§a e'1 ese sli es' ar‘e.\g 2013-2015 F‘1v0ta1.Softwar'ew Inc. a.r\
. : http://creativecommons .org/l



[dP and SP User Account Mapping

L. Mapping rules are

. oo 0=MyIdP.com
specific to partners. Y
c.- The mapping must = N
be a one-to-one uid: doej uid: sjdoe

unigue pairing-.

fortress saml demo maps the swon the 1oP-side
WL’cM uwl '(:LﬁLd on the SP-side

: spnngone



SAML Attribute Statement  Wost name entered
during Sp

<?xml version="1.0" encodlng-"UTF Eu"?> samlp Response Mﬂtadata LM‘POYt

xmlns:samlp="urn:oasis:nam J:protocol™

Dest1nat10n="http /Lspe-symas-com:4080

ortress-saml-demo/saml/SSO"

<sam1 AttributeStatement>

<saml:Attribute Name

<saml:AttributeValue
xsi:type="xs:stryng

Y¥/saml:AttributeValue>

</saml:Attribute>
</saml:AttributeStatement>

:/samlp:Response> LQSJC Name Li,]/\,hed tD MSCYLO{ LV\’ Ybao
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0. Load IdP Metadata into Service Provider

Identity LDAPv3
Provider
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Point SP to SAML IdP

Point to the Identity Provider 1in

<bean id="metadata"”
class="org.springframework.security.saml-metadata.-CachingMetadataManager™>

<constructor-arg>
<list>
<bean class="org.opensaml-saml2.metadata.-provider.HTTPMetadataProvider™>
<constructor-arg>
<value type="java-lang-String"”

http://1dp.ssocircle.com/1dp-meta-.-xml

</value>

</constructor-arg>

<constructor-arg>
<value type="int">5000</value>
</constructor-arg>
<property name="parserPool"™ ref="parserPool"/>

</bean>
</list>
</constructor-arg>
</bean>
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https://github.com/shawnmckinney/fortress-saml-demo/blob/master/src/main/webapp/WEB-INF/securityContext.xml

6. Enable Spring SAML Authentication

( springone zmx
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Enable Spring SAML Security

Add dependencies to g

<dependency>
<groupld>org.springframework.security-extensions</groupld>
<artifactId> Spr\in _Secur\ity_samle_cor\e </artifactId>
<version>1l.0.L.RELEANE</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.springframework.security</groupIld>
<artifactId> Sfl"‘in -secur‘ity-config </artifactId>
<version> 3.1-2-RELEASEx </version>
<scope>compile</scope>

</dependency>

¥ backlog item
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https://github.com/shawnmckinney/fortress-saml-demo/blob/master/pom.xml

Enable SAML Authentication Filters

In the

<security:http entry-point-

<security:intercept-

ref="samlEntryPoint"™ use-expressions="false">

url pattern="/%*x" access="IS_AUTHENTICATED_FULLY"/>

<security:custom-filter before="FIRST" ref="metadataGeneratorFilter"/>
<security:custom-filter after="BASIC_AUTH_FILTER"™ ref="samlFilter"/>

</security:http>

<bean id="samlFilter"™ class="org.springframework.security.-web.FilterChainProxy™>

<security:filter-chain-

<security:filter-chain
<security:filter-chain
<security:filter-chain
<security:filter-chain
<security:filter-chain
<security:filter-chain

map request-matcher="ant">

pattern="/saml/login/xx" filters="samlEntryPoint™/>
pattern="/saml/logout/*x"™ filters="samlLogoutFilter"/>
pattern="/saml/metadata/*x™ filters="metadatalisplayFilter™/>
pattern="/saml/SS0/xx" filters="samlWebSSO0ProcessingFilter™/>
pattern="/saml/SSOHoK/*xx"™ filters="samlWebSSO0OHoKProcessingFilter"/>
pattern="/saml/SinglelLogout/xx"™ filters="samlLogoutProcessingFilter"/>

</security:filter-chain-map>

</bean>
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https://github.com/shawnmckinney/fortress-saml-demo/blob/master/src/main/webapp/WEB-INF/securityContext.xml

7. Setup RBAC Policy Decision Point
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Enable RBAC Policy Decision Point

<dependency>
<groupId>
org.apache.directory.fortress
</groupld>
<artifactId>

fortress-realm-1impl

</artifactId>
<version>1l.0</version>
</dependency>

( springone =<



I[dentity Propagation SAML->RBAC

L. Spring SAML filter creates security principal based on
attributes found in the SAML attribute assertion.

2- Web app parses the attributes contained within principal
uid=getSurName ((SAMLCredential)principal-getCredentials()
) 5

3. Web app creates a new RBAC session using attribute(s)

pulled from the principal

jeeePolicyMgr-createSession( new User( uid ) .CErue>)s

4. Web app pushes RBA(C session into HTTP session. -

LsTrusted
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Apache Fortress Saml Demo

* Three Pages
 Each has buttons controlled by RBAC permissions.
* One role per page-

e Users may be assigned to one or more roles-

User_to Role Page Three

Samx True True True
Saml True False False
Samc False True False

Sam3 False False True

tfgggfgggggg;;%7 Unless otherwise indicated. these slides are © 2013-2015 Pivotal Software. Inc. and licensed under a
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€ | B https://idp.ssocircle.com/sso/hos SelfCare.jsp

To Change Demo Users

|#] uid=sam1,ou=People,dc=example,dc=com &3
P P SSOCIRCLE

DN: uid=sam1,ou=People,dc=example,dc=com

Chawnge

Attribute Description value User Profile

objectClass extensibleObject (auxiliary) S 3“”";'55 ;’a';!eht

ser oofighters
objectdass ,&'MOdS fstmcturaf) Mr YV\/a m’e Google Apps Email No longer available

identifi http://foofighters.czocircle.
objecrclass peeropertis (sructura i
objectClass ftUserAttrs (structural) L d / Given name foofighters1
objectClass inetOrgPerson (structural) Le l/ V\/ Surname sami —
objectClass organizationalPerson (structural) Email Sameonedomain.org
V4 ePass OTP token number "not assigned"”
objectclass person (structural) SS O CL YO Le Yubikey 1D not assigned
Objectc!ﬂss tap (ﬂbstrﬂct) Yubikey PIN ssssssssssss
cn Sam One Swekey 1D detect not assigned
sn Oone P 4 Le t Swekey PIN (LTI T Y]
description Fortress SAML Demo User 1 YD L 0 MSISDN identification  not active
displayName sam One Old password (required) sssssssss
Password (length = 8)
ou org.samlsample.user
f/ e Retype Password
Submit
userPassword SSHA hashed password Ty
/ Delete your MSISDN linking.

fecstr Sam150555555%

elete your ePass inking.

L 6 Ye w Delet P OTP linki

ftid as59bf210-7101-4bb9-b089-9205d594d108 5

elete your Swekey linking.
ﬁProps init: Delete your Yubikey linking.

- Yb a O ‘ [ S 6 YS View/change your OpenlD public profile settings.
’
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Apache Fortress SAML Demo

User_to Role Page Three

Samx True True True
Saml True False False
Same False True False
Sam3 False False True

( springone STRYT WLESS PENAPULSE dMEIEAERE- 2se siides ar‘e.\s\ 2013-2015 F‘1v0ta1.Softwar'ew Inc. an

7 : http://creativecommons .org/li


https://github.com/shawnmckinney/fortress-saml-demo
https://github.com/shawnmckinney/fortress-saml-demo
https://github.com/shawnmckinney/fortress-saml-demo
https://github.com/shawnmckinney/fortress-saml-demo
https://github.com/shawnmckinney/fortress-saml-demo
https://github.com/shawnmckinney/fortress-saml-demo

